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Global Policy & Regulatory Updates



GDF engages on a regular basis with global standard setters such as the FSB, FATF, and IOSCO (as well as
through our IOSCO AMMC membership). When global consultations arise, GDF mobilises taskforces to respond

which are comprised of interested members across all regional policy and regulatory working groups. The
following are recent updates from Global Standard setters as well as GDF responses:

Financial Action Task Force (FATF)
FATF recently released two
consultations on Financial Inclusion
as well as one on Payments
Transparency.

The GDF responses to these
consultations can be found here.

Financial Stability Board (FSB)

The FSB recently conducted a
peer review to examine progress
made by FSB members and select
non-member  jurisdictions N
implementing the FSB’'s global
regulatory framework, including
any lessons learnt. GDF responded
with its Global Policy & Reg
Taskforce and its response can be
found here.

International Organization of Securities Commissions (I0SCO)
IOSCO’s recently consulted on retail investor online safety in a
3 part consultation package. The consultations covered:
1.Finfluencers

2.Copy Trading

3.Digital Engagement Practices

GDEF responded to the consultations and had 5 key points of
feedback which were:

1.We strongly support technology neutral and future-proof
guidance from IOSCO vs special regimes;

2.We support IOSCO in leveraging existing principles in a
proportionate approach to new market phenomenon;

3.We would encourage proportionality in the approaches
taken to meet regulatory objectives;

4.As the market is still evolving, we would caution 10SCO
against defining nuanced areas too prescriptively; and;
5.Regarding finfluencers specifically, we believe this is an area
that goes beyond financial services.



https://www.fatf-gafi.org/content/fatf-gafi/en/publications/Fatfrecommendations/update-standards-promote-financial-conclusion-feb-2025.html
https://www.fatf-gafi.org/en/publications/Fatfrecommendations/R16-public-consultation-February-2025.html
https://www.fatf-gafi.org/en/publications/Fatfrecommendations/R16-public-consultation-February-2025.html
https://www.gdf.io/resource/regulator-consultations-responses/
https://www.fsb.org/2025/02/thematic-peer-review-on-fsb-global-regulatory-framework-for-crypto-asset-activities/
https://www.fsb.org/2025/02/thematic-peer-review-on-fsb-global-regulatory-framework-for-crypto-asset-activities/
https://www.gdf.io/resources/gdf-response-to-thematic-peer-review-on-fsb-global-regulatory-framework-for-crypto-asset-activities/
https://www.iosco.org/news/pdf/IOSCONEWS749.pdf
https://www.gdf.io/resources/gdf-response-to-iosco-retail-investor-online-safety-consultation-package/

We host a quarterly call with major jurisdictional regulators and agencies (over 60 receive discretionary invites) and deliver industry responses to key
consultations. The following is a summary of the GDF Regulatory Only Priorities for 2025 from across the world:
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Hong Kong ‘@

Stablecoin Legislation Progressing
In 2024 the Hong Kong SAR introduced the Stablecoin Bill which has been steadily progressing.

In July 2024, the Financial Services and the Treasury Bureau (FSTB) and the HKMA issued the
consultation conclusions for the legislative proposal, summarising the feedback received, and

providing responses regarding the scope of the proposed regulatory regime and licensing criteria.
This is now near to being finalized and industry awaits the final guidance.

Taiwan

Taiwan Proposed Drafted Digital Assets Law

Taiwan’'s Financial Supervisory Commission (FSC) recently issued a consultation draft of the law for
digital asset regulation. This proposes that:

« Taiwan will introduce a policy framework to regulate virtual assets, which is a key milestone in
Incorporating crypto into Taiwan's financial ecosystem; and

» Seeksto establish a safe and regulated framework for digital assets, covering key aspects such
as licensing, stablecoins, and market manipulation


https://www.hkma.gov.hk/eng/key-functions/international-financial-centre/stablecoin-issuers/
https://www.fsc.gov.tw/en/

South Korea h

South Korea set to lift crypto trading ban in a phased approach

The SFC released a press release in which it outlined a phased lift on a ban that prohibited
institutions from participating in the virtual assets trading market. In phase one of the program,
authorities will allow law enforcement agencies, non-profit organizations, school corporations
and universities to sell crypto such as Bitcoin & Ethereum. This will be for cashing out purposes,
with these entities allowed to access the services on virtual asset exchanges in the first half of the

year. South Korea will then roll out a pilot program for buying and selling crypto for roughly 3,500
listed companies and corporations.

Japan poised for new stablecoin & digital asset regulation
Japan’s Financial Services Agency disclosed that a new Bill has been submitted to amend

stablecoins and cryptocurrency regulation. The key changes include:

« More diversity in stablecoin reserves for trust-style stablecoins;

 The ability to order exchanges to provide onshore custody of all spot crypto and stablecoins for
the purposes of bankruptcy protections; and

 Creating a new kind of intermediary that acts as a broker, introducing clients to crypto
exchanges.


https://www.fsc.go.kr/no010101/84000
https://www.fsa.go.jp/en/

Singapore

Minister Warns Against Crypto Fraud

Singapore’s Minister of State for Home Affairs, Sun Xueling, has strongly warned against crypto
iInvestments, citing the growing number of fraud cases linked to digital assets. During a
parliamentary debate on 4 March, she explained that Fraud linked to cryptocurrency scams now
accounts for a quarter of the $1.1 billion in fraud cases reported in the country.

Updates to Implement Travel Rule
The Financial Intelligence Centre (FIC) has issued Directive 9, which requires CASPs to implement

the "Travel Rule" for crypto asset transfers by April 30, 2025. This aligns with the Financial Action
Task Force's (FATF) Recommendation 16.

Turkey

Stricter AML Requirements Implemented

On December 25, 2024, the Republic of Turkiye announced new anti-money laundering (AML)
regulations for crypto-asset users. Users will how provide identification information to crypto
asset service providers (CASPs) for transactions exceeding 15,000 Turkish liras or $425.



https://dig.watch/updates/singapore-minister-warns-against-crypto-investments-amid-rising-fraud
https://notabene.id/world/south-africa
https://www.resmigazete.gov.tr/eskiler/2024/12/20241225-1.pdf
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Australian Securities and Investment Commission (ASIC) INFO225 Consultation

ASIC recently closed their INFO225 Consultation which proposes how they will approach digital
asset regulation. GDF convened its APAC working group to respond and wished to call attention to
what we believe may be some of the broader risks of the proposals and potential for unintended
consequences. While the consultation and steps toward an Australian regulatory regime are
welcome steps forward, we believe more consideration should be given to the unique innovations
within digital asset markets, as well as evolving regulations in both other jurisdictions as well as
from global standard setters. Global best practice and the advances happening both in industry
and in other fast-moving jurisdictions can help to frame an Australian approach.

The key themes set out in the response are:

1. We believe that instead of primarily lifting from existing requirements, ASIC should create a
dedicated regulatory framework taking into consideration the unigue nuances and characteristics
of digital assets;

2. We encourage proportionality and a risk-based, technology neutral approach to building out
the digital assets regulatory framework;

3. We believe additional clarity is needed on scope and definitions;, and

4. We believe transitional provisions and regulatory relief will be essential.

Email elise@gdf.io to get involved in the APAC Policy & Reg Working Group



https://www.gdf.io/resources/gdf-response-to-asic-info225-consultation/
mailto:elise@gdf.io

Executive Order: The president issued an executive order establishing a working group led by
David Sacks to provide advice on digital asset regulation, as well as one for a Strategic Bitcoin
reserve. Key timelines include a request for agency advice by March 24 & proposals due by July 23.

Congressional Activity:

Stablecoin Legislation: The Senate is prioritizing market structure for stablecoins, with two main
proposals. the House's STABLE Act and the Senate's GENUIS Act, both establishing licensing
frameworks. Both acts have been progressing and are expected to move to reconciliation soon.

Market Structure Bill: The House passed a significant market structure bill last year, and there is
uncertainty about whether it will be revisited or modified. The new market structure bill is likely to
include some elements of FIT21 and the ambition is to complete that legislation in Q2

DeFi Tax Rules: The Senate is considering the Congressional Review Act regarding new DeFi tax
rules, which could significantly impact the DeFi space.

SEC and CFTC Developments:

The SEC has appointed Paul Aitken as chair and established a crypto task force led by Hester
Pierce. They have dropped cases against major organizations like Coinbase and Uniswap.

The CFTC has nominated Brian Quintens as the new chair, indicating a pro-crypto stance.



https://www.whitehouse.gov/fact-sheets/2025/01/fact-sheet-executive-order-to-establish-united-states-leadership-in-digital-financial-technology/
https://www.whitehouse.gov/presidential-actions/2025/03/establishment-of-the-strategic-bitcoin-reserve-and-united-states-digital-asset-stockpile/
https://www.whitehouse.gov/presidential-actions/2025/03/establishment-of-the-strategic-bitcoin-reserve-and-united-states-digital-asset-stockpile/
https://files.constantcontact.com/9f2b5e3d701/6c1f8aa0-095c-4a22-9982-2f4380d0b531.pdf
https://www.hagerty.senate.gov/wp-content/uploads/2025/02/GENIUS-Act.pdf
https://www.congress.gov/bill/118th-congress/house-bill/4763
https://www.sec.gov/about/crypto-task-force

United Kingdom

Digital Assets Approach: The UK government announced
a phased process to create a streamlined regulatory
framework for digital assets and stablecoins by 2026.

Staking Regulation: Staking will not be classified as a
collective investment scheme, with further details to be
included in upcoming legislation.

FCA Crypto Roadmap: The Financial Conduct Authority
(FCA) published a crypto roadmap aiming for a final
regulatory regime by 2026. A discussion paper on
admission and disclosures, as well as market abuse, was
issued in late 2024, with comments due by the 14th of the
following month.

Crypto Asset Reporting Framework: The UK is
implementing a reporting framework (CARF) aligned with
OECD rules, requiring certain entities to provide
information to tax authorities. Guidance from HMRC is
expected later this year.

Recent GDF Consultation

Responses:

« GDF Response to FCA's DP24/2:
Improving the UK transaction
reporting regime;

« GDExCCl Response to FCA
DP24/4: Regulating cryptoassets
— Admissions & Disclosures and
Market Abuse Regime for
Cryptoassets

GDF's UK Policy & Reg Working
Group was launched in 2024 to
formulate the GDF community
response to ongoing and upcoming
consultations on the UK legal and
regulatory framework for crypto
and digital assets. Please email
elise@gdf.io to get involved.



https://www.legislation.gov.uk/uksi/2025/17/pdfs/uksiem_20250017_en_001.pdf
https://www.fca.org.uk/publication/documents/crypto-roadmap.pdf
https://www.gov.uk/government/consultations/cryptoasset-reporting-framework-and-common-reporting-standard/outcome/cryptoasset-reporting-framework-common-reporting-standard-amendments-and-seeking-views-on-extension-to-domestic-reporting-summary-of-responses
https://www.gdf.io/resources/gdf-response-to-fca-dp24-2-improving-the-uk-transaction-reporting-regime/
https://www.gdf.io/resources/gdf-cci-response-to-fca-discussion-paper-on-regulating-cryptoassets-admissions-disclosures-and-market-abuse-regime-for-cryptoassets/
mailto:elise@gdf.io

European Union

The European Supervisory Authorities
(ESA's) have continued there work on a
range of digital matters. Recent
updates include:

o EBA Response to the European
Commission’s partial rejection of its

technical standards on
authorisation for issuers of asset-
referenced tokens

ESMA publishes the results of the
survey on legal entities identifiers
The ESAs provide a roadmap
towards the designation of CTPPs
under DORA

The ESAs acknowledge the
European Commission's
amendments to the technical
standard on subcontracting under
the Digital Operational Resilience
Act

France:

The Autorité des Marchés Financiers (AMF) and the
Autorité de contrdle prudentiel et de résolution
(ACPR) announced the launch of a public
consultation on the findings of the Working Group
on smart contract certification in decentralised
finance (DeFi). This working grouphas been
conducting its work throughout 2024 and the
report, summarises these discussions.

GDF responded to this consultation response can
be found here and the key themes identified are:
1. We encourage utilising existing technology
and operational risk frameworks as a first step
to mitigate smart contract risk; and

2. We support industry led best practice,
combined with appropriate transparency rather
than a top-down special regime.


https://www.amf-france.org/en/news-publications/news/acpr-and-amf-publish-findings-working-group-smart-contract-certification-and-launch-public
https://www.amf-france.org/en/news-publications/news/acpr-and-amf-publish-findings-working-group-smart-contract-certification-and-launch-public
https://www.gdf.io/resources/gdf-response-to-acpr-amf-consultation-on-the-report-of-the-working-group-on-smart-contract-certification/

|

Open Consultations:
Under ESMA there is currently an open consultation on criteria for the assessment of

knowledge and competence under MICA.

This consultation analyses the criteria for the assessment of knowledge and competence of
crypto-asset service providers' (CASPs) staff giving information or advice on crypto-assets or
crypto-asset services.

ESMA is seeking stakeholder inputs about, notably:

« The minimum requirements regarding knowledge and competence of staff providing
information or advice on crypto-assets or crypto-asset services; and

« Organisational requirements of CASPs for the assessment, maintenance and updating of
knowledge and competence of the staff providing information or advice.

The guidelines aim to ensure staff giving information or advising on crypto-assets or crypto-
asset services have a minimum level of knowledge and competence, enhancing investor
protection and trust in the crypto-asset markets.

GDF is currently responding to this consultation via its EU Policy & Regulatory Working Group.
Please email elise@gdf.io to get involved.



https://www.esma.europa.eu/press-news/esma-news/esma-consults-criteria-assessment-knowledge-and-competence-under-mica
mailto:elise@gdf.io
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Digital Asset Due Diligence:
Trends and Developments

4 March 2025
GDF Digital Finance Forum
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Interested stakeholders

Stakeholders
Regulators

Institutions

Internal stakeholders,
customers and counterparties

Regulatory developments in
key jurisdictions, e.g. MiCAR

Growth in institutional
participation



Key drivers of due diligence practices




Converging standards - what “good” looks like

Entity Technology Regulatory Market & Liquidity
Asset Overview Network Security
Team Market Integrity
AML & Sanctions
Risk
Liquidity

ESG



Due Diligence / Qassification case study

Problem
Refresh the due diligence of 300+ tokens in
under three months to:
Align with a new compliance program Timely Consistency Manage
review cost

in response to updated jurisdictional
requirements.

. . . . Oneglobal DD questionnaire
Assist with token classification efforts & .

related to global expansion.

Balance speed, accuracy and cost

ROIe Consistent, auditable output, verifiable paper

First line responsibility for token due diligence, trail

supporting compliance, onboarding and legal

Charlotte

Head of Listing & Research (token dassificatio n)
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Any questions?

Elena Tzvetinova
COO, Eunice
elena@eunice.ai



Digital Finance Forum
Sanctions Exposure Presentation —
Global Ledger



GLOBAL
LEDGER

Sanctions exposure

To FCA regulated entities in crypto
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About Global Ledger LEDGER
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GLUBAL
] LEDGER
Questions for today

What is Garantex?
Garantex exposure to regulated and licensed entities.
Why is this happening?

Conclusions and next steps for the industry.



GLOBAL
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What is Garantex?




Cryptocurrency
exchange

Garantex is your reliable guide in
the world of digital assets

Who is the Garantex exchan

g¢ miended for?

GLOUBAL
LEDGER

Garantex is a Russian
cryptocurrency exchange,
sanctioned on April 5, 2022, due
to its involvement in money
laundering activities associated
with the Hydra darknet
marketplace. It is linked to
facilitating services for individuals
and entities that support the
Russian army and the Hamas
terrorist organization.
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After sanctions Garantex has
became a safe haven for all sorts
of fraud actors, cybercriminals,
terrorist financing, money
laundering and sanctions
evasion.




GLOBAL
LEDGER

Is there any Garantex exposure to prominent, licensed or
regulated entities?
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Yes




GLOUBAL
LEDGER

Over the year 2024 Garantex has
processed over $ 14 BLN worth of

cryptocurrencies in ETH, USDT
(ERC-20/TRC-20) USDC (ERC-20)
- $ 64,820,007

10,000,000.00 100, 000, 000.00 1,000,000,000,00

$ 112,771,909

Garantex Incoming Exposure. USD Value, 2024. Log. Scale
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715 VASPs
476 licenses
$10B+ Exposure

EU and Non-EU
licenses




GLOUBAL
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$ 8.5 BLN on-EU licensed

sent / received from 715 known VASPs
$ 8.2 BLN
to/from entities with at least 1 license.
$ 6.5 BLN

to/from EU licensed entities



GLOUBAL
LEDGER

Out of 91 EU licensed entities exposed to Garantex:

2 VASPs entities had total exposure >$1B

17 entities entities had total exposure of >$10M

31 entities had total exposure of more than $1M
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While for most VASP Sending exposure roughly equals receiving

exposure, some VASPs only received funds from Garantex hunting fiat

cash-out operations
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~$6.2BLN funds were exposed to 91 entities that hold 170+ EU
licenses in total

Attribution of transactions to exact licenses and geo is not
possible without internal VASPs data and policies
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Why is this happening?




Over the course of the year,
some of the FCA regulated
VASPs became our clients and
we have been able to research
internal reasons, why Garantex
exposure was not identified.
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The main reasons we have found:

1.

2.

Attribution quality (esp. TRON)

Attribution timing/speed




Garantex is aware on how AML
analytics is done and is
dedicated to avoid clustering
and identification.

These efforts include;

e One-time Deposit Wallets
e Temporary Hot Wallets

e Pattern Changes

e Pass-through withdrawals

and more.

Garantex clients consciously
using sanctioned entity for their
operations, and so add another
layer of complexity for
compliance analysis, by using
DeFi, Crosschain protocols,
small transactions, mixing and
proxy services.

It is almost never a simple

direct deposit or wit}d/ravpl.
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In the visualization you can see a
e = small part of the chain of liquidity
transfers between temporary

e operational wallets in the TRON
o mrEEI @ network, highlighted in red.
@
Each operational wallet lives
N ® about 1-3 days.
&
e - im——m After processing deposits and
L i ea— withdrawals for a few days it sends
" the rest of liquidity to a new
- operational wallet (red) through

one time wallet (blue) to mak it,\
look like a regular Wlthdrawa

2005009 /""
0303 >
BT SELW 2025 1218 /
¢ . TR LASY SEEN: 2025018
f I \ /
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Chain of Liquidity. Garantex. NOT FOR PUBLIC | //l "
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Deposit Hot Unhosted Moderately
wallet wallet active

oTC?
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Some VASPs stop here, they do not
monitor further funds movements
® o o
Deposit Hot Unhosted Moderately
wallet wallet active
oTC?
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Some VASPs stop here, they do not
monitor further funds movements

® o o o

Deposit Hot Deposit Temporary
wallet wallet Wallet Hot Wallet

\



Withdrawal pattern. Garantex. NOT FOR PUBLIC
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In this example you can see typical
withdrawal pattern when coins
from small temporary clusters
mMake exactly 5 hops before being
deposited to a VASP.

Because clusters are small and one
time use, they may appear as
unhosted wallets or passed
through during source of funds
analysis.

/

In this case compliance officer may \_
think that funds are Comingiyorﬁ
many different SOLH—CQS)NI’] orb i
fact they were com mg rom
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5 hops

VASP
Low Risk

4

Unhosted Deposit Hot
Small cluster  wallet wallet wallet

VASP
Mid Risk
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Some software do not
see more than 5 hops

VASP
Low Risk

L4

Small cluster Unhosted Deposit Hot
wallet wallet wallet

@

VASP
Mid Risk




VASP
Low Risk

Some software do not
see more than 5 hops

d

Deposit
wallets

VASP
Mid Risk

Withdrawal
chain

Deposit
wallet

@

Hot
wallet
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Conclusions. Actions.




GLOUBAL
LEDGER

Garantex and its customers exploit poor attribution quality
and speed to evade sanctions.

This works in combination with known BA tools and common
compliance practices limitations.

However as seen in the research, this activity can be identified

and labelled, with an extra effort.
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Total Success for Garantex / Disaster for sanctions

enforcement

This is not a “Garantex problem” alone. Same model can be used by
anyone.

Fraud actors learn from Garantex and use time and speed factors to

outrun and overload compliance departments.
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Questions and enquiries

alex@globalledger.io




Digital Finance Forum
Fireside Chat — EU Regulatory Update
with Peter Kerstens, European
Commission



Fireside Chat ‘@

Digital Finance Forum
Fireside

e

4

Peter Kerstens Nicole Sandler
Advisor EIR
European Commission Global Digital Finance

Tuesday 4 March 2025

Peter Kerstens - European Commission, GDF Board of Advisors & Observers

Listen here to the full fireside chat here where Peter and Nicole discuss the legitimisation of
crypto and how MIiCA has contributed to the legitimacy of crypto asset activities in Europe as well
as challenges in implementation including: Legal complexities and interpretations by lawyers as
well as the rapid evolution of the crypto market since MICA's original drafting.



https://www.gdf.io/working-group/digital-finance-forum/
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https://vimeo.com/user105197105
https://twitter.com/GlobalDigitalFinance
https://www.linkedin.com/company/global-digital-finance/
mailto:hello@gdf.io
http://www.gdf.io/
https://medium.com/@GlobalDigitalFinance
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